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206 members of the SAPinsider
community were surveyed
between February and April of
2023.

Respondents were from different
areas around the globe, and were
employed by organizations of
differing sizes.

The survey focused on those who
were involved in cybersecurity or
security decisions in their
organizations, with a significant
number of respondents having
completed a previous survey.
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Respondents were asked about

the cybersecurity threats to their

SAP systems, and their plans to

address those threats.

Respondents were also asked what

role they played within their

organization and what in what

market sector their organization

functioned.
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Ransomware attacks remain the
biggest potential threat, but this is
closely followed by unpatched
systems and a potential
credentials compromise — both of
which potentially open SAP
systems to attacks that can
compromise or expose data.

Put a patching strategy in place
that ensures that critical
vulnerabilities are patched in a
timely manner. Consider
leveraging application lifecycle
management tools to help
automate patching processes.

Rank the Cybersecurity Threats to SAP Systems

m 2023 m 2022

RANSOMWARE ATTACKS
UNPATCHED SYSTEMS

CREDENTIALS COMPROMISE

CONNECTIONS TO OTHER
SYSTEMS/APPLICATIONS

LACK OF END USER EDUCATION
AND TRAINING

WEAK ACCESS CONTROLS
SOCIAL ENGINEERING ATTACKS
CYBERSECURITY SKILLS GAP
CUSTOM CODE VULNERABILITY
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CONFIGURATIONS
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DART

DRIVERS

» Protection for secure and
confidential data (37%)

» Pressure to keep critical systems
and operations online (33%)

 Pressure to keep systems secure
from ransomware and malware
attacks (29%)

* Need for better data protection
compliance (23%)
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Cybersecurity Threats

to SAP Systems

ACTIONS

Regularly implementing patches
and updates (49%)

Conducting regular audits and
security assessments (44%)

Training end-users to protect
credentials from social
engineering and other attacks
(38%)

Implementing automated
monitoring and compliance
solutions (34%)

REQUIREMENTS

Fully patched and updated
systems (84%)

Safe password practices (82%)

Cybersecurity tools that provide
consistent protection across cloud
and on-premise environments
(76%)

Real-time monitoring and logging
capabilities (76%)

Compliance with data
management requirements (76%)

TECHNOLOGIES

Encrypted/Secure Connectivity
(45%)

Continuous Monitoring (40%)
Data Encryption (37%)
Vulnerability Management (32%)
Threat Intelligence Feeds (26%)
Behavioral Analytics (26%)

Embedded Hardware
Authentication (25%)

Ul Masking (22%)
Code Vulnerability Analysis (22%)
Zero-Trust Models (16%)



These factors indicate the
increasing importance of data
integrity and availability that is
driving security concerns in the
SAP landscape. SAP systems must
remain available, and the data in
them must be protected.

Review data protection,
confidentiality, and security
strategies and look for
opportunities to improve. Data
input validation, user access
reviews, and data at rest
protection can all have a
significant impact without major
investments being required.

Factors Impacting Cybersecurity Strategy & Plans for SAP
Systems

m 2023 m2022
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Having fully patched systems and
being able to protect systems from
newly discovered threats before
patches are created, demonstrate
the importance of patching when
it comes to cybersecurity strategy
for SAP systems. But ensuring
users have safe password
practices and data protection
compliance are also crucial.

Review data protection,
confidentiality, and security
strategies, in addition to patching
strategy, and look for
opportunities for improvement.

How Important are The Following Requirements to
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Having fully patched and updated
systems continues to be the most
important cybersecurity
requirement for SAP systems for
the third consecutive year, with
safe password practices being
almost as important.

Protecting SAP systems from zero-
day threats before patches are
released, a new option for 2023,
immediately became the third
most important requirement
showing just how concerned
respondents are about newly
discovered vulnerabilities being
exploited.

Cybersecurity Requirements For SAP Systems
m 2023 m2022 m2021
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This year saw increased usage of
technologies that provide
information about new threats or
help discover attacks that may
already be in progress — threat
intelligence feeds, behavioral
analytics, and Ul masking.

Explore these technologies in
addition to those that automate
tasks like threat detection,
application lifecycle management,
and patching as they can
streamline addressing newly
discovered patches and accelerate
response to attacks in progress.

What Cybersecurity Technologies Are Currently in Use?

ENCRYPTED/SECURE CONNECTIVITY
CONTINUOUS MONITORING

DATA ENCRYPTION

VULNERABILITY MANAGEMENT
SECURITY-DRIVEN NETWORKING

DYNAMIC AUTHORIZATION AND LEAST PRIVILEGE
THREAT INTELLIGENCE FEEDS
APPLICATION-AWARE NETWORK SECURITY
BEHAVIORAL ANALYTICS

EMBEDDED HARDWARE AUTHENTICATION

CODE VULNERABILITY ANALYSIS

Ul MASKING

AUTOMATED TESTING FOR COMPLIANCE
AUTOMATED CODE VULNERABILITY TESTING TOOLS

ZERO-TRUST MODELS
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What Cybersecurity Technologies Are Being Implemented?

. L, B Implementing  ®m Implementing in12-24 months
Technologies being implemented

reinforce the ongoing shift in focus

CONTINUOUS MONITORING 23% 16%

towards those that provide
. . AUTOMATED TESTING FOR COMPLIANCE 18% 20%
information about threats or
reveal attacks in progress. There is THREAT INTELLIGENCE FEEDS 16% 21%
also a move towards tools that AUTOMATED CODE VULNERABILITY TESTING TOOLS 19% 18%
help automate security tasks JERO-TRUST MODELS 19% 18%
including compliance and

. . VULNERABILITY MANAGEMENT 18% 18%
vulnerability testing.

EMBEDDED HARDWARE AUTHENTICATION 20% 14%
Inventory technologies currently
. DYNAMIC AUTHORIZATION AND LEAST PRIVILEGE 15% 18%
available and work to ensure that
it is being used to its fullest CODE VULNERABILITY ANALYSIS 16% 16%
capacity. Then focus on SECURITY-DRIVEN NETWORKING 17% 14%
technologies that can help free up BEHAVIORAL ANALYTICS 13% 18%
resources for more critical tasks.
DATA ENCRYPTION 20% 11%
ENCRYPTED/SECURE CONNECTIVITY 15% 15%
Ul MASKING 13% 17%

APPLICATION-AWARE NETWORK SECURITY 18% 12%



Respondents are shifting towards
technologies that will help ensure
data is only available to those that
should see it. This includes
technologies such as Ul Masking,
but also Zero Trust Models that
ensure every device connected to
a system or network must
explicitly authenticate.

Ensure that future technology
plans align with the shift towards
accelerated risk management and
the shift in SAP landscapes from
on-premise to the cloud.

What Cybersecurity Technologies are Being Evaluated?
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Protecting data in SAP systems
was the top factor driving
cybersecurity plans for SAP
systems, and patching systems
was the primary strategy being
followed. But these are also the

top two challenges being faced by
respondents in securing their SAP

systems due to the size and

complexity of SAP environments.

Keeping systems patched is a key
part of protecting data. Align these

goals as part of a complete
cybersecurity strategy.

What Challenges Exist in Securing SAP Systems?

KEEPING UP WITH PATCHES AND UPDATES

PROTECTING DATA

MONITORING USER ACTIVITY

AUDITING USER PRIVILEGES

THREAT DETECTION

SECURING CUSTOM CODE

ENSURING SEGREGATION OF DUTIES

PASSWORD MISUSE, SHARING,
OR COMPROMISE

LACK OF CYBERSECURITY RESOURCES

INADEQUATE MONITORING AND LOGGING

MALWARE DOWNLOADED THROUGH
END USER SYSTEMS
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Patching is a complex process,
especially for SAP systems. It
starts at the hardware level and
embedded software updates,
progresses through the operating
system, virtual machine
hypervisor (if applicable), the
database, and finally to the SAP
solution.

While uptime and business
priorities are regularly measured
at many organizations, they must
be balanced with ensuring that
necessary patches are applied. It is
vital that organizations have a
strong patching strategy if
systems are to be effectively
protected.

What Issues Lead to a Patching Backlog?

DIFFICULTY SCHEDULING DOWNTIME

COMPETING BUSINESS PRIORITIES

RELUCTANT TO APPLY NOTES/PATCHES
THAT COULD IMPACT SYSTEM AVAILABILITY

DIFFICULTY UNDERSTANDING WHICH
PATCHES ARE MOST CRITICAL

LIMITED RESOURCES TO APPLY PATCHES

VOLUME OF NOTES/PATCHES

DIFFICULTY VALIDATING WHETHER PATCHES
ARE PROPERLY AND CORRECTLY APPLIED

NEED TO MANUALLY VALIDATE RESULTS
OF ALM TOOLS PATCH RECOMMENDATIONS
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Network security is always the
primary cybersecurity defense and
keeping those defenses current
technologically is a wise use of
funds. Managing user access and
passwords will protect credentials,
limit unnecessary system access,
and reduce the likelihood that a
threat actor can use a pilfered
identity to traverse a wide area of
the system. Keeping database
security up to date and encrypting
data help protects that data from
zero-day vulnerabilities, reducing
the risk between the time the
vulnerability is uncovered and the
manufacture can issue the system
patch.

What Elements Are Required to Make a Secure Environment?

NETWORK SECURITY

USER AND AUTHORIZATION
MANAGEMENT

ROBUST PASSWORDS

DATABASE SECURITY

ENCRYPTED DATA

THREAT INTELLIGENCE FOR
SAP APPLICATIONS

FRONT-END SECURITY (SSO, MFA)

SECURE INTERFACES AND
INTEGRATION POINTS

HIGH AVAILABILITY AND
DISASTER RECOVERY PROCESS

SECURITY INCIDENT MONITORING
AND AUDIT LOGS

ENCRYPTED COMMUNICATIONS

DATA COMPLIANCE

HIGHLY SECURE OPERATING SYSTEM

SECURE CUSTOM CODE
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Security Information and Event
Management (SIEM) tools are a key
component in network security.
Looking for ways to integrate SAP
into a company'’s existing SIEM tool
set can provide elevated
protection for the SAP landscape.
Integrating SAP logs into the SIEM
provides threat detection at the
SAP level by identifying unusual
activity, major data movement,
repetitive failed login attempts, or
access during unusual times and
days. This can expose
compromised credentials,
database penetration attempts,
data exfiltration, and internal
threats such as disgruntled
employees and fraud.

In Which Areas of Security is Investment Planned?

THREAT DETECTION AND RESPONSE

DATA SECURITY TOOLS

ROLE-BASED ACCESS CONTROLS

VULNERABILITY MANAGEMENT

DATA ENCRYPTION

DATA MASKING CAPABILITIES

ZERO-TRUST

CODE SCANNING TOOLS

Ul LEVEL DATA SECURITY

DYNAMIC ACCESS CONTROLS

THREAT INTELLIGENCE FEEDS

APPLICATION SECURITY TESTING TOOLS

LEAST PRIVILEGE

ATTRIBUTE-BASED ACCESS CONTROLS
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Respondents were asked which
SAP workloads they were
running to gain an
understanding of where they
were prioritizing cybersecurity
efforts.
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Having insight into the
workloads in use, respondents
were asked which they
considered the most vulnerable.
The fact that ERP systems were
considered the most vulnerable
aligns with the most important
factor driving cybersecurity
strategy in the SAP space — that
of protecting access to sensitive
and confidential data.
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The emphasis on protecting
sensitive data in ERP systems is
even more pronounced when
examining where organizations
are prioritizing threat
monitoring.

42%

ERP

Which Are Prioritized for Threat Monitoring?
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Most organizations are in the
process of moving along the path
of integrating their threat
detection for SAP into their
broader security operations
environments, although the
majority are only in the early
stages of that process.

What Stage Has Been Reached With Threat Detection and
Response?
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Nearly two thirds (62%) of
respondents indicated that their
organization was experiencing
challenges with threat detection
across multiple layers of the stack,
for example between cloud an on-
premise environments. This
explains why a major need for
threat detection is improved
threat intelligence in general.

What Needs Exist Regarding Threat Detection?

IMPROVED THREAT INTELLIGENCE
FOR SAP APPLICATIONS

UNDERSTANDING HOW TO APPROACH
THREATS THAT ARE DETECTED

GUIDANCE ON IDENTIFYING POTENTIAL THREATS

UNDERSTANDING HOW TO BEST
UTILIZE THREAT DETECTION TOOLS

ADDITIONAL RESOURCES TO INVESTIGATE
POTENTIAL THREATS

ABILITY TO MONITOR ZERO-DAY
HIGH-RISK THREATS

ABILITY TO BETTER UNDERSTAND DATA
THAT IS COLLECTED BY THREAT DETECTION TOOLS

IMPROVED EDUCATION ON THREAT DETECTION
AND THREAT DETECTION TOOLS

IMPROVED ALERTS WITHIN
THREAT DETECTION TOOLS

VULNERABILITY MONITORING FOR CORRECTED
EXPLOITS WHICH HAVEN'T BEEN PATCHED

ALERTS REGARDING INTERNET
ACCESSIBLE SAP EXPLOITS
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Historically SAP teams managed
the security of SAP systems
because security was primarily
focused on access and process
control. However, even though few
organizations now rely solely on
SAP teams, for more than half the
SAP team still an integral part of
overall security management.

What Teams Are Tasked with Securing SAP Systems?

25%

A COMBINATION OF
SAP AND SECURITY
TEAMS

25%

A COMBINATION OF
SAP AND IT TEAMS

23%

DEDICATED SECURITY
TEAM

19%

IT OPERATIONS

7%

SAP TEAM



Customers that have had SAP
environments for more than a few
years are likely to be using SAP
Solution Manager simply because
this is the main tool used to deploy
patches and maintain SAP
NetWeaver-based environments.

Organizations moving to cloud-
based environments need to
consider SAP Cloud Application
Lifecycle Management (ALM)
because SAP Solution Manager
does not fully support cloud
solutions and environments.

Which Application Lifecycle Management Solutions Are

51%

SAP SOLUTION
MANAGER

19%

SAP CLOUD ALM

in Use Today?

13%

NON-SAP ALM

21%

11%

SAP FOCUSED RUN WE ARE NOT USING
ALM SOLUTIONS




SAP has long encouraged
organizations to leverage the
features in SAP Solution Manager
to monitor their systems, but
while the plurality of respondents
are using SAP ALM tools for system
monitoring, that is still less than
half of all respondents.

This also correlates with the fact
that while 26% of respondents are
logging complete user activity data
activity for SAP systems, 66% are
logging minimal data only and 9%
are logging no user activity data at
all.

How Are SAP ALM Solutions Leveraged for Security?

SYSTEM MONITORING 43%

CONFIGURATION VALIDATION,

0,
EWA, AND SOS 34%

SYSTEM RECOMMENDATIONS 29%

WE ARE NOT USING ALM

0,
APPLICATIONS FOR SECURITY 25%

DON'T KNOW / UNSURE 19%

OTHER ALM APPLICATIONS

18%



Forensic audits are often required
to determine how and when a
vulnerability may have been
exploited, but only one in five
respondents indicated that their
organization already has audit
automation tools deployed. This
means 80% of respondent
organizations still require
significant manual effort for any
sort of forensic audit, potentially
resulting in significant time and
cost investment when an audit is
required.

What Capabilties Exist in Providing Data for a
Forensic Audit if Required?
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20%

REQUIRE SIGNIFICANT DEPLOYING TOOLS TO ALREADY HAVE AUDIT
MANUAL EFFORT HELP AUTOMATE AUTOMATION TOOLS DEPLOYED
AUDIT REQUIREMENTS



Respondents were largely equally
split on whether securing cloud or
on-premise environments required
more effort, but nearly one in two
planned on managing that security
using internal teams.

Over a quarter expected that all
security would be managed by
their provider, which could be
problematic unless they are using
software-as-a-service solutions.

What Are The Security Expectations from Cloud and
Service Providers?

49%
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23%
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How Much Effort is Required to Secure Systems?
35%
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More impact than expected is
being seen from the current
economic climate on the security
objectives of respondent
organizations. Only 21% of
organizations say that they are
seeing a greater demand for
security due to increased threat
activity, with another 15% seeing
no impact.

The most likely impact is that of
some projects being put on hold or
a desire to switch or consolidate
solutions or providers in an effort
to reduce costs.

How Are Security Objectives Being Impacted by the

Economic Climate?

36%
35%

29%
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Four in ten (41%) of respondents
indicated that they were
concerned or very concerned
about managing vulnerabilities in
open source components provided
by their software vendors.

An additional 38% indicated that
they were moderately concerned
about managing these
vulnerabilities.

What Concerns Exist About Managing Vulnerabilities in
Open Source Components?

38%

32%

14%

9%
7%

NOT CONCERNED SLIGHTLY CONCERNED MODERATELY CONCERNED VERY CONCERNED
CONCERNED




The proportion of respondents
experiencing the impact of
different types of attacks on their
SAP environments is largely
consistent with 2022, although
there is a slight increase in those
experiencing the impact of a
credentials compromise or social
engineering attack. Given that
accessing the data in SAP systems
can be more valuable than
impacting those systems with
malware, it is not surprising that
these types of attacks are slightly
more commonly experienced.

Impact of Attacks Targeted at SAP Environments

m 2023 m 2022
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